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CREATE AN ACCOUNT

After reading the instructions below, click on this link https://securetest.iowadot.gov/nepa/

to create an Enterprise ABA account.

Click on the second tab called “"CREATE AN ACCOUNT".

Enter your first and last name in the boxes below and click on Reaister | L

lowa DOT NEPA

Whal Is ARAT

SIGN IN FORGOT ID

Creata an account for lowa DOT NEPA hera_
: Bign up now to get craedantials you can use for lowa
i DOT NEPA and at other Enterprise A&A sites.

i First Name: Tom
Last Name: SMith
Hegister L
i Possib'y have an account already? i

Click her= for & lisbng of all A8A enabled apolicetions. If you crested an
i naccount for any of shese applicRabons you don't need o create A new AccoLnE.S

Before HBeginning:

i * You must have o valid email acdress.

# Your ASA Account [0 may not contain profanity or eoecal characters.
i # You wll be required to complets some Secunty Basesline Questions

i and Answers,

Contact the DAS-ITE Service Desk if you nead personal assista
Emaml: ITE.Servicedesk@ ows.gov Phone: 515-281-5703 or I-SIJII-S-!E-"!.M

You are loolong ot S50 Logon Transaction [d; 110501

I‘;_'!I:I:-t Clale r;'. lowa, DAS-ITE Verzion 3.0.13




lowa DOT NEPA

Single Sign On - lowa DOT NEPA @

Account 1d: Tom.Smith @©IOWAID

First Name: Tom

Last Name: | Smith

Confirm Email:

You are looking at SSO Registration Transaction Id: 110S0]

\ v g '
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Save Account Details |

Enter your Email address in the 2 boxes below and click on

lowa DOT NEPA

Single Sign On - lowa DOT NEPA

Account 1d: TomSmith @IOWAID

First Name: | Tom

Last Name: | Smith
Email:® Tom.Smith@gmail.com

Confirm Email: Tom.Smith@gmail.com

'Save Account Details = Cancel |

You are lookang at SSO Registration Transaction Id: TFWZNF

- N
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Read the message and click on

|'\

Message from webpage

You are about to register for a new account using the Account Id
loxcated at the top of the form.

All spaces and most special characters will be stripped from your

Account Id. i
I Click the T image found at the top of the form for help informaticn.
I Do you want to continue with your registration?
oK | | cance

Read the following instructions carefully.

lowa DOT NEPA

Single Sign On - lowa DOT NEPA @

An email has been sent to the email address you provided. It will contain your
Account id and instructions to complete your registration.

The email that was just sent to you may show up in a matter of seconds or could
take hours. Once sent, we have no way to track this email to determine if or when
you have received it. If you do not receive an email within 48 hours you will not be
able to complete the registration process and will need to re-register.

Possible reasons you did not receive the email to confirm your account.

1. When registering, you may have entered an invalid email id in both of the
email and confirm email text boxes.
2. The email may have gone to your spam, junk, or blocked email folders.

3. In rare occurrences email security products are not allowing this email to
be received normally.

Please note: If you do not complete the registration process defined in the

confirmation email within 48 hours, you will be required to start the registration
process over.

You are looking at SSO Reg Confirmation Transaction Id: 110501

©2004 State of lowa, DAS-ITE Version 3.0.13




Check email from entaa-noreply@iowa.gov to complete the registration process. To activate
your account, there will be four steps to complete.

To begin, click on the link found in Step 1.
Weicome from Enterprise ASA!

***DO NOT SHARE this email with anyone else as it contans account information and links that could allow your
account 1o be compromised ***

This email is a confirmation of the account you requested for DOT Bid tems and prowdes steps (see below) on how
10 activate your account

Account Detads Section
Accourt 1D TomSmith@IOWAID
Your name Tom Smith
EMad Tom.Smith@gmail.com

if you dhd not request this account or think this emad was sent in emor, please contact the DASITE Semice Desk
(IE Senicadesk@owa go)

Account Activation Process

Before you begin: If you start the actwation process by chclong the step 1 link you must complete all 4 steps
immediately. ¥ you close your browser or have a delay that keeps you from completing all 4 steps your account will
be created, but will requare you to contact the DASHTE Serace Desk (ITE Senacedeski@iowa goy) before you will be
abletouse

Step 1. Clhick the followang link. hitps //entaa 104 ¥ 22dc bl
youg«amugomduys‘&nymou&ywusodnmw«m depsoct-oobolou)

Step 2. Choose two baseline questions and then make your own 3rd question and enter answers for each - (These
are secunty questions you can answer later f you ever forget your password )

Step 3. Enter your password and confirm 2 by entering t again. (Reminder - Passwords must be: Al least 8
characters long (slphanumenc) Include at least one special character (¢g L @. ¥, S, % * & " etc) Amxof
uppercase and lowercase letters.  You may not use preces of your name or email address in your password )
Step 4. Sign in using your Account Id (see Account Details Section above) and the password you just entered in
Step3



mailto:entaa-noreply@iowa.gov

lowa DOT NEPA

Self Service Password Change - lowa DOT NEPA

ldentity Baseline for TomSmithi@ OWAID

On this page, you must create your identity baseline. This is a set of questions and

answers you establish for your account. If you forget your password or lock your

account for some reason, you can answer these questions to get access to your
account.

Question 1:
— Select Question — -

Anzwer 1: Confirm:

Question 2:
- Select Question —

Angwer 2: Confirm:

Question 3 (Create your own question.):

Angwar 3: Cenfirm:

. Save Identity Baseline |

Some guidelines for setting your baseline:

1. Choose quastions and answers that you know well, but that others don't.
2. Avoid special characters like commas or quotés that you may not énter
the same way later.
3. Keep your answers simple - for example, use “paperboy” instead of “The
Des Moines Register paper delivery” for your first job.

4. You must create your own gquestion when a drop down list is not

provided. Usually this is the case fg;v the last one or two questions shown
a €.

You are looking at SSO Inttialize Account Transachon Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13




\ Save Identity Baseline

Complete the security questions below and click on

lowa DOT NEPA

- lowa DOT NEPA

Self Service Paszsword Change

Identity Baseline for TomSmith@IOWAID

On this page, you must create your identity baseline. This i1s a set of questions and
answers you establish for your account. If you forget your password or lock your
account for some reason, you can answer these questions to get access to your

account.

Question 1:
What is your grandmother’s first name? -

Answer 1: 90000 Confirm: ®0000

Question 2:
In what city were you bom? ~

Answer 2: 9000 Confirm: 000

Question 3 (Create your own question.):
What was my childhood nickname?

Confirm: @000

[ Save Identity Baseline |

Answer 3: ®0ee

Some guidelines for setting your baseline:

1. Choose questions and answers that you know well, but that others don't.
2. Avoid specal characters ike commas or quotes that you may not enter
the same way later.
3. Keep your answers simple - for example, use “paperboy” instead of "The
Des Moines Register paper delivery” for your first job.

4. You must create your own question when a drop down list is not
provided. Usually this is the case for the last one or two questions shown
above.

TFWZINF

Transacton 1d:

You are looking at SSO Intwahize Account

©2004 State of lowa, DAS-ITE Version 3.0.13
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lowa DOT NEPA

Self Service Password Change - lowa DOT NEPA

3
Q/ You must change your password.
Password Change for TomSmith@IOWAID

Enter new password:
Confirm new password:

Password Rules:

Passwords must be: At least 8 characters long (alphanumenc). Include at least
one special character (e.g. !, @, =, §, %, ~, & *, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of your name or email address in
your password.

You are looking at SSO Change Password Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13

| Save New Password

Enter the new password in the boxes below and click on

lowa DOT NEPA

Self Service Password Change - lowa DOT NEPA @

Password Change for TomSmith@IOWAID
Enter new password: *essssce

Confirm new password: *esesssee

Password Rules:

Passwords must be: At least 8 characters long (alphanumeric). Include at least
one special character (e.g. !, @, =, $, %, ™, &, =, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of your name or email address in
your password.

[ Save New Password ] [ Cancel ]

You are looking at SSO Change Password Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13




lowa DOT NEPA

What Is A&A?

CREATE AN FORGOT
SIGN IN ACCOUNT PASSWORD FORGOT ID

(U You have successfully changed your password. To
continue, you will need to log on with the new password.

Sign into lowa DOT NEPA here.

Enter your Account Id and password to sign into lowa DOT NEPA.

Account Id:

Password:

[Sign In ] [Account Details ] @

Account Id Examples:

Public User Account Format
e firstname.lastname®@iowaid

State Employee Account Formats
* firstname.lastname®@iowa.gov
o If you do not have an @iowa.gov account use your email address.

N nA t?
Forgot Password?
Forgot 1d?

Contact the DAS-ITE Service Desk if you need personal assistance.
Email: ITE.Servicedesk@iowa.qov Phone: 515-281-5703 or 1-800-532-1174 :

You are looking at SSO Logon Transaction Id: TFWZNF
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. Sign In
Enter Account Id and new password then click on

lowa DOT NEPA

What Is A&A?

(U You have successfully changed your password. To
continue, you will need to log on with the new password.

Sign into lowa DOT NEPA here.

Enter your Account Id and password to sign into lowa DOT NEPA.

Account 1d: TomSmin.@loivAln

Password: eesessseee

Sign In | |Account Details | L)

Account Id Examples:

Public User Account Format
¢ firstname.lastname@iowaid

State Employee Account Formats
* firstname.lastname@iowa.gov
e If you do not have an @iowa.gov account use your email address.

N n nt?
rd

Forgot Id?

Contact the DAS-ITE Service Desk if you need personal assistance.
: Email: JTE Servicedesk@iowa.qoy Phone: 515-281-5703 or 1-800-532-1174 :

- -
e

You are looking at SSO Logon Transaction Id: TFWZNF

)2004 State of lowa, DAS-ITE Version 3.0.13
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FORGOT PASSWORD

Click on the third tab called “FORGOT PASSWORD”.

lowa DOT NEPA

What Is A&A?

CREATE AN FORGOT
ACCOUNT PASSWORD FORGOT ID

Retrieve your Password for lowa DOT NEPA here.
Enter your Account Id to see your personal security baseline

! questions.

Account Id: 7
[Retrieve Password | L7)
! Contact the DAS-ITE Service Desk if you need personal assistance.
i Email: ITE.Servicedesk@iowa.qov Phone: 515-281-5703 or 1-800-532-1174 :

You are looking at SSO Logon Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13
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[Reirieve Password ] @/}

Enter Account Id then click on

lowa DOT NEPA

What Is A&A?

Retrieve your Password for lowa DOT NEPA here.

Enter your Account Id to see your personal security baseline
questions.

Account Id: TomSmith@IOWAID

[Retﬂeve Password ] @)

Contact the DAS-ITE Service Desk if you need personal assistance.
Email: JTE.Servicedesk@iowa.qoy Phone: 515-281-5703 or 1-800-532-1174

P T
EEE T

R Y B

You are loocking at SSO Logon Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13
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lowa DOT NEPA
Self Service Pasasword Change - lowa DOT NEPA @

Identity Baseline for TomSmith@IOWAID

On this page, answer your identity baseline questions. This is a set of questions
that you established when you created your account. If you forget your
password or lock your account for some reason, you can answer these
questions to get access to your account.

Question 1: What is your grandmother's first name?
Answer 1: |

Question 2: In what city were you born?

Answer 2:

Question 3: What was my childhood nickname?

Answer 3:

[ Continue ] [Cancel]

If you do not remember your baseline questions you can click here to begin the
baseline questions reset process.

You are looking at SSO Baseline Transaction 1d: TFWZNF

©2004 State of lowa, DAS-ITE

Version 3.0.13
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) ) ) ) Continue
Answer the Identity Baseline questions then click on

lowa DOT NEPA

Identity Baseline for TomSmith@IOWAID

On this page, answer your identity baseline questions. This is a set of questions
that you established when you created your account. If you forget your
password or lock your account for some reason, you can answer these
questions to get access to your account.

Question 1: What is your grandmother's first name?
Answer 1: ®eeee

Question 2: In what city were you born?

Answer 2: 0000

Question 3: What was my childhood nickname?

Answer 3: 9000

[ Contmue] [Cancel]

If you do not remember your baseline questions you can click here to begin the
baseline questions reset process.

You are looking at SSO Baseline Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE

Version 3.0.13
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lowa DOT NEPA

Self Service Password Change - lowa DOT NEPA ?)

Password Change for TomSmith@IOWAID

Enter new password:

Confirm new password:

Password Rules:

Passwords must be: At least 8 characters long (alphanumeric). Include at least
one special character (e.g. !, @, =, $, %, ~, & *, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of your name or email address in
your password.

[ Save New Password || Cancel |

You are looking at SSO Change Password Transaction Id: TFWZNF

© 2004 State of lowa, DAS-ITE Version

Save New Password

Enter new password in the two boxes below then click on

lowa DOT NEPA

Self Service Password Change - lowa DOT NEPA @
Password Change for TomSmith@IOWAID
Enter new password: ¢e¢essses
Confirm new password: e*essccee

Password Rules:

Passwords must be: At least 8 characters long (alphanumeric). Include at least
one special character (e.g. !, @, =, $, %, ™, &, *, etc.). A mix of uppercase and
lowercase letters. You may not use pieces of your name or email address in
your password.

[ Save New Password ] [ Cancel ]

You are looking at SSO Change Password Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13
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. . Sign In
Enter your Account Id and new password in the boxes below then click on

lowa DOT NEPA

What Is A&A?

@ Password was changed. To continue logon with new
password.

Sign into lowa DOT NEPA here.

Enter your Account Id and password to sign into lowa DOT NEPA.
Account Id: TomSmith@IOWAID

Password: eesesssee

[snan In ] [Account Details ] 9/

Account Id Examples:

Public User Account Format
¢ firstname.lastname@iowaid

State Employee Account Formats
o firstname.lastname@iowa.gov
o If you do not have an @iowa.gov account use your emall address.

N anA nt?
For Passw ?

Forgot 1d?

Contact the DAS-ITE Service Desk if you need personal assistance.
: Email: ITE . Servicedesk@iowa.qov Phone: 515-281-5703 or 1-800-532-1174 :

You are looking at SSO Logon Transaction Id: TFWZNF

©2004 State of lowa, DAS-ITE Version 3.0.13
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FORGOT ID

Click on the fourth tab called “FORGOT ID.” Enter your email address then

[Retrieve A&A Id | L7)

click on

lowa DOT NEPA

What Is ARA?

Retrieve your Account Id for lowa DOT NEPA here.

Enter your email address to receive a reminder about your
Account Id.

Email Address: TomSmith@gmail.com

Retrieve ARA Id | L2)

Contact the DAS-ITE Service Desk if you need personal assistance.
Email: ITE. Servicedesk@iowa.qov Phone: $15-281-5703 or 1-800-532-1174

SERRRRR R,

You are looking at SSO Logon Transaction Id: TFWZNF
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You will receive an email from entaa-noreply@iowa.gov with your Account Id.

Thank you for using Enterprise A&A! This email contains account credet
requested for DOT Bid Items.

Account ID: TomSmith@IOWAID
EMail: Tom.Smith@gmail.com

Enter Account Id and password on the SIGN IN tab then click on

What Is ABA?

Y
(V We have sent an email reminder to
Tom.Smith@gmail.com with your Account Id.

: Sign into here.

Enter your Account Id and password to sign into .

Account Id: Tom.Smith@IOWAID

Password: eesssses

: @nm]Iilln.mumm-t|:|m=|nlumlhr.]g?_zi

Account Id Examples:

Public User Account Format
e firstname.lastname@iowaid

State Employee Account Formats

H » firstname.lastname@iowa.gov

: * [f you do not have an @iowa.gov account use your email address.
Contact the DAS-ITE Service Desk if you need personal assistance.

: Email: JTE.Servicedesk@iows.gov Phone: 515-281-5703 or 1-800-532-1174

You are looking at SS0O Logon Transaction Id: EHGHFY
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